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VBA IRM DIRECTIVE No. 5.05.02

Computer Virus Prevention, Detection and Recovery

POLICY:

1.  All VBA employees who use VBA automated information systems that incorporate personal computers, including local area networks (LANS), wide-area networks (WANS) and telecommunications systems, will protect those systems from infection by computer viruses and other malicious code by following the computer virus prevention procedures outlined in VBA IRM Handbook No. 5.05.02.HB1.

2.  VBA managers will ensure that their employees use anti-virus tools (see VBA IRM Handbook No. 5.05.02.HB1) to detect, remove and recover from virus infections.  All software must be scanned and validated as virus-free before it is introduced into VBA mission-oriented automated information systems.
3.  Any VBA employee who suspects the presence of a computer virus in any system will immediately follow the computer virus detection and recovery procedures outlined in VBA IRM Handbook No. 5.05.02.HB2.

REFERENCES:

1.  All VBA IRM Handbooks with classification number 5.05.02.HB#, located in M20-4, Part II.

2.  OMB Circular A-130, Management of Federal Information Resources, Appendix III, "Security of Federal Automated Information Systems" (December 12, 1985).

3.  NIST Special Publication 500-116, "Computer Viruses and Related Threats: A Management Guide" (August 1989).

PROPONENT ORGANIZATION:  Any questions regarding this directive and its procedures handbooks should be directed to the Director, Quality Assurance, Security and Contingency Planning Division (20M12).

NOTICE:  This policy takes precedence over those parts of M20-4, Part III, Chapter 3 dealing with IRM Security until such time as those parts are rescinded.  Place this directive in Part I of M20-4 behind Tab 5, Security.
IMPLEMENTATION DATE:  Immediately upon receipt.
By Direction of the Under Secretary for Benefits

/S/  ORIGINAL SIGNED
Harold F. Gracey

Chief of Staff


