April 16, 1985	M23-1, Part V

	Change 15



CONTENTS

CHAPTER 6  TARGET TERMINAL SYSTEM

PRIVACY AND SECURITY DATA

PARAGRAPH	PAGE



6.01	General................................................	6-1

6.02	Designation of Security Officers and Alternates........	6-1

6.03	Security Clearances for Access To ADP Systems..........	6-2

6.04	Security Division Assistance...........................	6-3

6.05	Modes of Operation.....................................	6-3

6.06	CAI Use for Command Familiarization....................	6-4

6.07	Control of System Access...............................	6-4

6.08	Terminal Access Request................................	6-6

6.09	Control of Access to Records by Level of Sensitivity...	6-9

6.10	Control of Processing by Office of Jurisdiction........	6-10

6.11	Employee Responsibilities..............................	6-11

6.12	Review and Analysis of Security Information............	6-12

6.13	Physical Security of Terminal System Equipment.........	6-13

6.14	Control of Terminal Keys and System Availability.......	6-13

6.15	Disposition of Terminal System Forms and Related Records	6-14



FIGURE



6.01	VA Form 20-8824, Terminal Access Request	6-15

6.02	Levels of Sensitivity	6-16







6-i

�April 16, 1985	M23-1, Part V

	Change 15







APPENDIXES	PAGE



A - Reference List of System Claims Processing Terminology..	6A-1

B - List of Authorized Commands	6B-1

C - Security Violation Messages and Employee Actions	6C-1



6-ii



�April 16, 1985	M23-1, Part V

	Change 15







CHAPTER 6.  TARGET TERMINAL SYSTEM PRIVACY AND SECURITY DATA



6.01	 GENERAL



a.	 The Target Terminal System is an automatic data processing system which maintains and processes personal data on millions of individuals and is used to authorize the disbursement of billions of dollars.  Security programs and procedures have been developed as an integral part of the overall terminal system to assure:



(1)	 The protection of veteran, beneficiary and employee data;



(2)	 The privacy of personal data;



(3)	 The prevention of system operation disruptions; and



(4)	 The prevention of employee and/or fraudulent misuse of system information and resources.



b.	Security programs and procedures fall into four major categories:



(1)	 Control of system access through the use of TAC's (Target Access Cards) and passwords.



(2)	 Control of access to records that are particularly sensitive to misuse, and the limiting of processing capability to the office of jurisdiction.



(3)	 Review and analysis of security information.



c.  Each individual who uses the terminal system bears a responsibility to keep the system secure and the data protected.  Each individual must become familiar with the security procedures, malfunctions or violations of these procedures to his/her supervisor and/or station Security Officer.



6.02	 DESIGNATION OF SECURITY OFFICERS AND ALTERNATES



a.	 DVB Security Officer.  The Director, Administrative Service (23), VA Central Office, has been designated DVB Security Officer for Target System privacy and security programs and procedures.



b.	 Station Security Officer.  The Chief, Administrative Division, is designated the station ADP Security Officer for all ADP systems.  Stations which do not have an Administrative Division will designate the Chief, Support Services Division, as ADP Security Officer.
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c.	Alternate Security officer.  The Alternate Security officer will be a peer of the station Security officer.  Peer is defined as a member of the station management staff who has the same level of access to the Director and the same exposure to station operations which can be gained from the position of Chief, Administrative Division.  The desig�nation of alternate will vary depending on station organization.  Sta�tions with Administrative Divisions may assign the responsibility to the Assistant Chief or to the position which performs these duties and acts for the Division Chief.  Stations with Support Services Divisions may assign the duties to the Assistant Division Chief or to the Admin�istrative Section Chief.  In those cases where the above positions can not be designated, the position of Management Analyst in the Director's office should be considered.



d.	Reporting of Designations Station Directors will furnish the names, titles and telephone numbers of security personnel to the Chief, Administrative Systems and Security Division (231B), VA Central Office, through their appropriate Field Director.  Changes to this information must be furnished to the Chief, Administrative Systems and Security Division (231B) within 10 workdays of date of designation.



6.03	 SECURITY CLEARANCES FOR ACCESS TO ADP SYSTEMS



a.	 In accordance with VA Manual MP-1, part I, chapter 5, "Security," Transmittal Memorandum No. 1 to OMB Circular A-71, "Security of Federal Automated Information Systems" and FPM (Federal Personnel Manual), chapter 732, "Personnel Security," Security Officer positions are designated as critical sensitive (level 3) positions.  Critical sensitive (level 3) positions are defined as positions in which the incumbent has major responsibility for planning, directing, or implementing a computer system or a computer security program.



b.	 The Assistant Inspector General for Policy, Planning and Resources (53Dl) has responsibility for VA ADP security clearance policy and for implementing the requirements of Transmittal Memorandum No. 1 to OMB Circular A-71, and FPM, chapter 732.



c.	 Official Personnel Folders of all personnel in critical�sensitive positions (level 3) will be forwarded to the Assistant Inspector General for Policy, Planning and Resources (53Dl) for actions necessary to issue a certificate of security clearance.  For control purposes, please submit a copy of the cover letter accompanying the personnel folder to Administrative Systems and Security Division (231B), through the appropriate Field Director.



d.	Instructions for processing security clearances for ADP-I, ADP-II and ADP-III personnel are in VA Manual MP-1, part I, chapter 5, "Security."



e.	The Office of Inspector General in Report No. 3AD-GO5-132, dated September 29, 1983, states, "All personnel (government and contractor) involved in the design, development, operation, or
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maintenance of computer systems or having access to information in such systems are subject to the procedures detailed in MP-1, part 1, chapter 5 and any other appropriate personnel security procedures." This decision is interpreted to mean that individuals can not have access to an ADP system unless they have been properly cleared.  Exceptions to this ruling are work-study and part time personnel who have inquiry commands only.



f.	The Station Director may issue a Target Access Card to any employee be/she feels requires access to the Target network providing the employee meets the appropriate personnel security requirements.



6.04	CENTRAL OFFICE ASSISTANCE.  The Chief, Administrative Systems and Security Division (231B), and designated staff provide assistance and guidance to field stations and conduct systematic reviews to ensure overall compliance with program guidelines.



6.05	MODES OF OPERATION.  The modes of machine operation are production, test and training.  They are designed to permit various types of functions to be performed while restricting access to veterans' records.



a.	Production Mode is used to review and update the BIRLS and CP&E master records.  This will be the primary mode of access by system users.  Access to this mode will be controlled by the DVB Security Officer and the station Security Officer through use of the TAC and password.



b.	Test Mode is used to develop and evaluate proposed additions and changes to the programs.  In the test mode, no live data can be accessed or altered.  This mode is used by personnel in Central Office, the Regional Data Processing Centers, and by personnel from the office of Data Management and Telecommunications assigned to terminal system development tasks.  Access to this mode is controlled by the Administrative Systems and Security Division (231B), Administrative Service.



c.	Training Mode is used to permit personnel to practice using the terminal system without permitting access to or updating of live data.  In this mode, the assigned TAC and the password "XXXX" will be used.  The STO (Supervisory Terminal Operator) controls local access to this mode.



d.	CAI (Computer Assisted Instruction) is a series of training lessons available in production mode that allow individual interaction with the terminal system.  These programs are designed to permit employees to train in or review commands at their own, pace with little or no instruction from the station Training Coordinator.  CAI is accessed by using a TAC and the command LERN with either the general lesson name LCAI or a specific command acronym.
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6.06	CAI USE FOR COMMAND FAMILIARIZATION



a.	To ensure that Security Officers understand the capabilities of the inquiry commands available in the system, each Security Officer will be familiar with the capabilities of each inquiry command through the training aids of CAI and other learning devices in order to:



(1)	Make sound analyses  of  security  information  log  entries.



(2)	Provide the Director with recommendations  on  the  need  for  and feasibility of deviations from the command guidelines. (See app.  B, List of Authorized Commands.)



b.	Training of Security Officers on each orientation command will be certified by the station Training Coordinator.  The record of certi�fication by command will be maintained with other security documenta�tion for review during surveys by the Administrative Systems and Security Division (231B).  Disposition for the record of certification will be included in a future revision of RCS VB-1, part I. In the meantime, these records should be maintained indefinitely.



c.	Employees and Veteran Service Organization personnel who take the CAI should start with the general lesson name LCAI and the orientation lessons READY (Ready Screen), COMMANDS (commands), PASSWORD (Password Security), STATS (System Status), BINQ (BIRLS Inquiry), MINQ (Master Record Inquiry) and VIO-MSGS (violation messages).



d.	Other commands should be taken as needed.  Security officers should coordinate additional training with the Station Training Coordinator whenever training on a particular command is needed.



e.	 When CAI is used for training, it is recommended that it be used during nonpeak hours of operation to lessen the competition for system resources.



6.07	CONTROL OF SYSTEM ACCESS.  To access the terminal system, a security data record must be entered in the system and the individual issued a TAC and password.



a.	 Target Access Card.  Each employee authorized access to the terminal system will be issued a TAC by the station Security Officer.  The station's supply of these cards will be provided by the Adminis�trative Systems and Security Division (231B) and must be controlled and safeguarded by the Security Officer and by each person to whom one has been issued.  The "signature strip" on the TAC is used by Central Office in recording the number of the card.  No entries will be made on the "signature strip" or other portions of the TAC by the individual card holder.
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b.	 Security Data Record.  The Security Officer will create a record in the Security Data File for each of the Station's authorized users.  To each of these records, a unique computer-assigned password will be generated.  This record will indicate the specific command(s) including access to sensitive files, the person is permitted to use. (See app.  A for definition of commands.)



c.	 Command Authorization.  Each individuals terminal access capability will be determined by the specific commands authorized by the Director.  The authorized commands for each individual will be only those required for the performance of official duties.  Appendix B is presented as a guide in the assignment of commands for employees performing certain types of duties.



(1)	 Local operations dictating deviations from the guidelines will be noted in the Remarks section (item 12) of VA Form 20-8824, Terminal Access Request (see par. 6.08). The remarks notations will explain the reasons for the requested deviation such as operational problems, lack of specific personnel to process workload.  These requests will be approved/disapproved by the Director.  Consideration is to be given to:

(a)	 The full capabilities of the command(s);



(b)	 The numbers and locations within the organization of employees normally assigned the command(s);



(c)	 The workload and its current and projected levels;



(d)	 The necessity of granting a deviation.



(2)	 In the production mode, employees will not be authorized CEST (Claims Establishment) and/or PEST (Pending Issue Establishment) along with any CAUT (Claims Authorization) command nor will employees whose position requires any of the CAUT commands be temporarily assigned CEST or PEST access or vice versa.  The exception to the above rule is a procedure concerning CH 31 CAUT and CB 31 CADJ authority which will be incorporated into both the C&P and Education commands.  This will permit adjudication functions for CH 31 to process.  Since VR&C will also have 'CAUT and CADJ command authorization, a program edit is implanted in the system to limit access to only CB 31 records for VR&C users.



(3)	 Station size and workflow patterns will influence command authorizations.  Care must be taken to ensure that command authoriza�tions permit the backup of all duties in the event the person primarily responsible is not available.



d.	 Access To The System While On TDY.  Employees on travel status who need access to the terminal system while visiting an installation must complete VA Form 20-8824 and submit it to the Station Director through the station Security Officer for approval.  The Security
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Officer will arrange for the traveler to have temporary access to the system and receive any training necessary to properly use the system.  Upon completion of the visit, the traveler will give the TAC and a completed VA Form 20-8824 noting deletion to the Security Officer so that the authorized temporary access can be deleted.  All VA Forms 20-8824 will be destroyed in accordance with Records Control Schedule VB-1, part I, item 13-086.  Security and/or Supervisory Terminal Operator commands will not be assigned to individuals in travel status without the approval of the DVB Security Officer or the Chief, Admin�istrative Systems and Security Division (231B), Administrative Service.  Central Office employees, on travel status, who have VA wide access capability, must notify the station director or designee, of his/her impending use of the Target system.



e.	 Veterans Service Organization Access



(1)	 Veterans Service Organization personnel may be authorized access to the terminal system.  They will be authorized only the inquiry commands of BINQ (BIRLS Inquiry) and SINQ (Status Inquiry) and, in those cases for which their organization holds a valid power of attorney, MINQ (Master Record Inquiry) and PINQ (Pending Issue Inquiry).  The identifying information received from BIRLS to service organization inquiries will be limited to file number, veteran's name, date of death, folder location and transfer date of folder, insurance number, insurance type, insurance lapse date and insurance folder jurisdiction.



(2)	Access to sensitive files and diagnostic interpretation of rating codes may be authorized to service organization personnel.



6.08	TERMINAL ACCESS REQUEST VA Form 20-8824 (See fig. 6.01) will be used to request and approve access or deletion for all individuals to claims data in the terminal system.  In addition to instructions printed on the form, the following directions apply:



a.	Name of Employee (item 1).  Completed on all requests for access or deletion.



b.	Telephone Number (item 2).  Completed on all requests for access or deletion.



c.	Diagnostic Code (item 3).  Completed on all requests for access.



d.	TAC Number (item 4).  Entered only by the Security Officer for access.  Completed by Division on all requests for deletion.



e.	VA C-File Number (item 5).  Completed on all requests for access and deletion.
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(1)	 Item 5 is completed for each individual who has bad such a number assigned.  This entry will be used to permit the individual to access his/her own record for inquiry purposes but prevent processing any update transaction on one's own record.



(2)	 If the employee does not have a VA claim number, "N/A" or "none" will be entered.



f.	 Service Organization Codes (item 6).  Entered only when the individual for whom access is being requested is an employee of a recognized veterans service organization.  The service organization code, as shown in MP-6, part IV, supplement No. 1.1, is to be entered for each Veterans Service Organization.



g.	 Sensitive Access Level (item 7)



(1)	 Entered only by the Security officer.  If greater than 0, entry can only be made upon the written approval of the station Director or the designee as appropriate.  When access is desired, the procedures in paragraph 6.09d will be followed.



(2)	 Completed on all requests for access.



h.	 Organization Code (item 8).  Completed on all requests for access or deletion.



i.	 Type of Action Authorized (item 9)



(1)	 Access - Used for all original and supplemental requests for access to the Target System.



(2)	 Deletion - Used for all requests to remove complete access from the Target System.



(3)	 Completed on all requests for access or deletion.



j.	 Job Description (item 10).  Completed by the requesting official on all requests for access and must contain sufficient docu�mentation for the approving official to determine a need for access or sensitivity level requested.  If necessary, describe duties in the Remarks section (item 12).



k.	 Commands Authorized (item 11)



(1)	 Enter only those commands required for the performance of one's duties.  Full command capability will be indicated on all requests; e.g., on a supplemental request to add CADD (Change of Address) capability to a VBC (Veterans Benefits Counselor) already authorized the inquiry commands, item will show BINQ, MINQ, PINQ, SINQ and CADD as the commands requested.
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(2)	For employees of Veterans Service Organizations, no entries are required in item 11.



1.	 Remarks (item 12).  Used to explain reasons for requesting sensitive file access including the level being requested, elaboration of job descriptions item 10), requests for special command access, and any other situation that deviates from the command position guideline in appendix B.



m.	 Signature and Title of Requesting Official (item 13A)



(1)	In VA regional offices, the Records Processing Center, VA regional office and insurance centers, medical and regional office centers, and data processing centers, the requesting official is the chief of the employing division.  For Veterans Service Organization personnel, the Veterans Services Officer is the requesting official.



(2)	 Completed on all requests for access or deletion.



n.	 Date (item 13B).  Completed on all requests for access or deletion.



o.	 Signature and Title of Approving official (item 14A)



(1)	 The approving official is the Director of the station.  The Director may delegate, in writing, authority to the station Security Officer and/or alternate to approve requests that do not include sensitive file access or deviations from the command guidelines (See app.  B, List of Authorized Commands).  Approval of a VA Form 20-8824 authorizing a sensitivity level above "O" or deviation from the command guideline cannot be delegated.  The Director will approve each action involving sensitive file access above "O" and command guideline deviation.



(2)	 For all other locations, the requesting official will be the Director of the employing service/staff office or station and the approving official will be the DVB Security Officer (23) or the Chief, Administrative Systems and Security Division (231B).



(3)	 Completed on all requests for access or deletion.



p.	 Date (item 14B).  Completed on all requests for access or deletion.



q.	 Data Input (item 15).  Completed on all requests for access or deletion by the Security Officer.
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6.09		CONTROL OF ACCESS TO RECORDS BY LEVEL OF SENSITIVITY



a.	Sensitive File.  In order to enhance the security of certain records, a sensitive file has been created at each RDPC (Regional Data Processing Center).  Each record in this file will be assigned one of nine levels of sensitivity which range from "1" as the least sensitive to "9" as the most sensitive.  Those records not requiring special protection are not included in this file.  Access to sensitive records requires that the person attempting access have a corresponding level of sensitive file access authority approved on his/her VA Form 20-8824.



(1)	 M23-1, part I, paragraph 13.09, lists the records that are to be placed in "locked files." Each record meeting these criteria will be placed in the sensitive file by the station Security Officer.



(2)	Local procedures will be established to ensure that the file numbers of records in the physical "locked files" are placed in the system's sensitive file.  It is recognized that a one-to-one relation�ship between the physical and electronic sensitive files will not bold true in all cases, but the valid exceptions from locking a file elec�tronically that has been placed in the physical locked file are few; e.g., medical information not available through the terminal system but contained in the claims folder that could potentially be damaging to the veteran if misused.



(3)	 In addition, the claims record of all veterans or their benefi�ciaries employed by VA facilities, regardless of the locations of the claims folders or of the offices of jurisdiction, will be placed in the sensitive file.  This is necessitated by the nationwide access capability of the terminal system.



b.	Routing of VA Form 70-4535, Notice of Employment, Transfer or Separation of Veteran.  Local procedures will be established to notify the Security Officer of the employment, transfer or separation of employees who are veterans, including work-study students, or beneficiaries of veterans.  This will be accomplished by the routing of VA Form 70-4535 through the Security Officer.  Upon such notification, the Security Officer will add or delete, as appropriate, the employee's records to/from the sensitive file.



c.	 Levels of Sensitivity.  Figure 6.02 lists the levels of sensitivity, the categories of records to be contained in each level, the levels of access, and the employees authorized access.



(1)	 It is mandatory that the records listed in figure 6.02 be placed in the sensitive file in the categories shown.



(2)	Except as provided in subparagraphs d and e below, only the personnel designated in figure 6.02 may be given access to sensitive files and only to the access level indicated.  The system will permit employees to access sensitive records with a level of sensitivity equal to or less than their level of access.
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d.	 Sensitive File Access Requests



(1)	 Requests for access to sensitive files will be made to the station Director or DVB Security Officer by using VA Form 20-8824.  The level of access and the justification for requesting such access will be entered in item 12 of VA Form 20-8824.  The authority to approve these requests rests with the station Director or DVB Security Officer and will not be delegated further.



(2)	 Access to the sensitive file will be in accordance with figure 6.02	and will be kept to the minimum number of employees required to process the sensitive file workload.  As with all levels of access to ADP systems, only the capability to process the workload will be granted and only to the number of employees that the workload dictates.



e.	 Temporary Access--Sensitive File



(1)	 When the need arises to process a case in which the record has been assigned a level of sensitivity that the employee processing the case has not been authorized, particularly levels 8 or 9, the Director may authorize specific employees temporary access to the necessary level of sensitivity.  This temporary authority must be rescinded immediately after processing of the claim is suspended (e.g., during development) or completed.



(2)	 A VA Form 3230, Reference Slip, or memorandum to file will record:



(a)	 The file number and name of the veteran/beneficiary record to be accessed;



(b)	 The reasons for the temporary access;



(c)	 The name of the employee granted the temporary access; and



(d)	 The Director's approval of the request.



(3)	 The VA Form 3230 or memorandum to file will be maintained with

the station security records.  The VA Form 3230 or memorandum will be destroyed in accordance with Records Control Schedule VB-1, part I, item 13-052.2 when the corresponding security information logs showing the authorized accesses are destroyed.



f.	Sensitive File Access--VSO.  Any accredited representative of a Veterans Service Organization holding power of attorney for a veteran may access that veteran's record in the sensitive file if he/she has been authorized the level of access commensurate with that of the veteran's record by the station Director.



6.10	CONTROL OF PROCESSING BY OFFICE OF JURISDICTION.  Terminal system programming is designed to assist in maintaining control and security of stored data in the system by not permitting processing commands other
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than BUPD, CADD, CEST, DUPC, and PEST unless the office attempting the processing command is the office of jurisdiction in either the BIRLS or CP&E master record.  Inquiry commands are permitted regardless of the office of jurisdiction.



6.11	 EMPLOYEE RESPONSIBILITIES.  The responsibilities for maintaining the accuracy and privacy of the claims data stored in the terminal system are the same as those for the data in the claims file., To help ensure this accuracy and privacy, the security programs and procedures discussed have been developed.  Each employee who uses the terminal system must observe these procedures.



a.	 The terminal system and the data contained in it will be used only when necessary in the performance of official duties.



b.	 Under no circumstances will any person disclose his/her password or give his/her TAC to anyone.  The TAC and password are for the assigned person's use and are never to be used by any other person.



c.	 Each individual will keep his/her TAC under personal control at all times and not leave the card where it is accessible to others.  After each session on the system is completed, the employee will properly terminate processing and remove the TAC from the VDT (Video Display Terminal) badge reader.



d.	 Employees are responsible for keeping their cards clean and free of any sticky substances, away from other magnetic cards or tools and not marked in any manner.



e.	 Users of the terminal system will immediately advise the Security Officer if they know or have any reason to suspect that any other person has (or may have) knowledge of their password no matter bow accidentally or innocently gained.  Any display of the password on the screen is reason to suspect breach of password security.



f.	 Users of the terminal system will enter their passwords on the VDT in such a manner to ensure that they are typed in the correct field and are not visible on the screen.  Care is to be taken to make sure that no one is observing users as they type their passwords on the keyboard.



g.	 The Security Officer will deliver to each user a copy of his/her Security Data Record informing the user of the assigned password and command authorizations.  No other commands will be attempted.  Upon receipt of the copy of the Security Data Record, the user will immediately destroy the portion of the record containing the password.  No written or printed record containing the password will be maintained.
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h.	Each user will immediately report, in writing, the loss or theft or suspected loss or theft of his/her assigned TAC to the Security Officer.  The Security Officer will also be advised when a TAC has been left at home.  In each of these instances, the Security Officer will issue a new TAC and password.  Recovered TAC's will be turned in to the Security Officer as soon as possible.



i.	 Whenever a user is transferred between divisions, between VA stations, or leaves the employ of the VA, he/she will return his/her TAC to the Security Officer accompanied by a VA Form 20-8824 with items 1,2,4,5,8,9,13A, 13B, 14A and 14B completed.



If Target access is required in the new position, it will be requested through normal procedures.



j.	 All inoperable TAC's will be returned to the Security Officer.  The Security Officer will request replacements from the Chief, Administrative Systems and Security Division (231B), as needed.



k.	 Each user is authorized to make official inquiry via the system of his/her own claims record.. Under no circumstances will anyone attempt to process any transaction to his/her own record.



1.	 Failure to adhere to the privacy and security rules may lead to disciplinary or adverse action in accordance with appropriate VA and Federal rules, regulations and policies.



6.12	 REVIEW AND ANALYSIS OF SECURITY INFORMATION.  The terminal system generates a daily log of security notices/violations and information messages and a daily log of changes to the Security Data File for each station.  These logs are delivered to the Security Officer at each station and the Administrative Systems and Security Division (231B) in Central Office.



a.	 Security Information Log.  This is a daily record of unauthorized attempts to use the terminal system, all authorized accesses made of sensitive records, all changes made in BIRLS records to characters of discharge, and all cases where the BIRLS record of jurisdiction is used to permit claims processing.  Most entries on the log recorded as violations are notifications to the employee that be/she could not process the case in the way anticipated; e.g., receiving the message "UNAUTHORIZED ACCESS-SENSITIVE FILE" when there was no indication of the file's sensitivity prior to attempting access.  However, the Security Officer is required to review and analyze this log daily to detect any violations or patterns that may indicate an intentional attempt to use the terminal system in any unauthorized fashion.  Employees responsible for the violations will be contacted by their division chief and Security Officer to explain their actions.
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(1)	Security information log entries are considered operational notices and not violations when only one attempt is made to access the system and/or record in the manner that generates the violation message (unless otherwise noted in app.  C); and proper action is taken by the operator to access the system and/or process the claim through authorized methods.



(2)	 Appendix C lists the operator actions required after generation of each violation message.



(3)	The security information logs will be disposed of in accordance with Records Control Schedule VB-1, part I, item 13-078.



b.	Security Data Log.  This log is a daily record of all changes made to the Security Data File and must be reviewed to ensure the accuracy of the changes and ensure that all changes were made only by the Security Officer or his/her alternate.  The Director should periodically validate Security Officer actions by reviewing this log.  The Security Data Log will be disposed of in accordance with Records control Schedule VB-1, part I, item 13-079.



6.13	 PHYSICAL SECURITY OF TERMINAL SYSTEM EQUIPMENT.  Terminal system equipment, including disks and tapes, VDT's and full-size computers, must be protected from accidental or intentional damage.  In the regional offices the protection of equipment is largely dependent upon total building security and on using common sense in locating the equipment.  For instance, VDT's and printers should not be placed in high traffic areas or in areas with uncontrolled public access.  The support equipment should be in an area where access can be controlled.  Whenever possible, this will be in a locked room with access strictly controlled by the station Director or designee of the Director.  Care must be taken to locate all terminal equipment away from such possible hazards as overhead water pipes and from high risk areas such as cafeteria kitchens.



6.14	 CONTROL OF TERMINAL KEYS AND SYSTEM AVAILABILITY



a.	Terminal Keys. Terminals  will  be  activated  and  deactivated  by use of a special key at the beginning and end of each workday.  Local procedures will be established to ensure control and security of terminal keys and operational readiness of terminals.



b.	 System Availability.  Online communications between station terminals and the servicing RDPC computer will be established by the MTO (Master Terminal Operator) at the RDPC and the station STO each workday on a routine basis.  Use of terminals during other than normal work-hours or days may be accomplished by special request from the station through the Field Director's office to the RDPC.  This request must be coordinated with the Security Officer.





6-13



�April 16, 1985	M23-1, Part V

	Change 15



6.15  	DISPOSITION OF TERMINAL SYSTEM FORMS AND RELATED RECORDS



All forms and related records created by or used in conjunction with the terminal system will be maintained in a manner consistent with established records management policy and procedures.  Printing of terminal screens should be kept to a minimum.  Prints should not be filed in the claims folders unless required by existing directives.  Disposition of system printouts will be in accordance with Records Control Schedule VB-1, part I, item 13-052.4 and DVB Supplement, MP-I, part II, chapter 1, paragraph 4e(1)(d)2, which states that sensitive material will be gathered and destroyed on a daily basis.  Material not destroyed but remaining in the receptacles at the end of the day will be properly secured.
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Veterans Administration�TERMINAL ACCESS REQUEST��INSTRUCTIONS:  Items 1, 2, 3, 5, 6, 8 through 11, 13A and 13B will be completed by the official requesting employee access to the Terminal system.  In Item 3 indicate authorization for access to disability diagnostic codes.  Service organization codes will be entered in Item 6 only when individual being given access to the system is an accredited Veterans Service Organization representative.  Items 4, 7 and 15 will be completed by the Security Officer ONLY.  Items 14A and 14B will be completed by the station Director or designee authorized to approve access to the Terminal system.��SECTION 1 - EMPLOYEE DATA��LAST NAME, FIRST NAME, MIDDLE INITIAL OF EMPLOYEE



Adams, John Q.�TELEPHONE NUMBER



3456�DIAGNOSTIC CODE AUTHORIZATION



( YES             (    NO��TAC NUMBER



�VA C-FILE NUMBER



123 45 6789�6.  SERVICE ORGANIZATION CODES��7.  SENSITIVE ACCESS LEVEL�ORGANIZATION CODE (First 2 digits only)

23�TYPE OF ACTION AUTHORIZED



( ACCESS             (    DELETION��JOB DESCRIPTION (Enter position title or responsible duties.  This information will be used to determine the level of access to sensitive files in Item 7 and the commands authorized in Item 11.)



Management Analyst responsible for preparing replies to correspondence from veterans and members of congress.��SECTION II - ACCESS CODES���(()�DESCRIPTION�(()�DESCRIPTION�(()�DESCRIPTION�(()�DESCRIPTION�(()�DESCRIPTION���X�BINQ��BRET��BUPD��CADD��CADJ (C&P)����CADJ (EDU)��CAST��CAUT (C&P)��CAUT (BUR)��CAUT (EDU)����CDAT��CDEV��CERT��CEST��CFID����CNAM��CNBR��COLL��CORR��DIAR��11.��DISP��DUPC��FAUT��FINN��FISA��COMMANDS��FIST��FNOD��FRPT��HELP��JOBS��AUTHORIZED��JBNK�X�MINQ��NOES��PCAN��PCLR��(Check appropriate��PENF��PEST��PINQ��QCRE��QUIP (UPD)��boxes)��RAUT��RESU (C&P)��RESU (EDU)��RFND�X�SINQ����STOP (C&P)��STOP (EDU)��SUSP (C&P)��SUSP (EDU)��UNAS����VLET��WCAN��WCLR��WEST��WINQ����WIPP����������������������������������12,  REMARKS (Continue on reverse if necessary)









��NOTE - PRIVACY STATEMENT - In order to maintain the privacy of veterans records at all times only those employees having a need-to-know will be permitted access to the Terminal system.  The requesting official affirms the employee named in Item 1 has such “need-to-know.”��13A.  SIGNATURE AND TITLE OF REQUESTING OFFICIAL





George Washington, Div. Chief�13B.  DATE�14A.  SIGNATURE AND TITLE OF APPROVING OFFICIAL�14B.  DATE�DATE INPUT

  (Entered by security officer)

��VA FORM	SUPERSEDES VA FORM 20-8824, FEB 1983,

SEP 1983        20-8824	WHICH WILL NOT BE USED
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LEVEL OF SENSI- TIVITY�VA RECORDS INCLUDING

EMPLOYEES, VETERANS

OR THEIR BENEFICIARIES�LEVEL OF ACCESS�





AUTHORIZED EMPLOYEES��9�THE PRESIDENT OF THE U.S., THE VICE PRESIDENT, MEMBERS OF CAB- INET, U.S. SENATORS AND MEMBERS OF CONGRESS, U.S. SUPREME COURT JUSTICES, ADMINISTRATOR, DEPUTY ADMINISTRATORS, ASSOC. DEPUTY ADMINISTRATORS, VA DEPARTMENT DIRECTORS AND DEPUTIES�9�CBD, DCBDS, DIRECTORS OF C&P AND EDUCATION SERVICES, DVB SECURITY OFFICER, DIRECTORS AND ASSISTANT DIRECTORS OF RO’S HAVING JURISDICTION OF RECORDS WITH A LEVEL OF SENSITIVITY EQUAL TO 9��8�VA SENIOR EXECUTIVE SERVICE, GS16-17 AND HIGHER, DIRECTORS AND ASSISTANT DIRECTORS, DISTRICT COUNSEL, DIV. CHIEFS OR EQUIVALENT, PERSONS OF NATIONAL PROMINENCE�8�RO DIRECTORS AND ASSISTANT DIRECTORS, ADJUDICATION OFFICERS AND ASSISTANT ADJUDICATION OFFICERS��7�VA EMPLOYEES�7�ADJUDICATION DIVISION-DIVISION CHIEF, UNIT CHIEFS, SENIOR ADJUDICATORS AND ONE CLAIMS CLERK (GS-5) PER UNIT ALL OTHER DIVISIONS DIVISION CHIEF AND SUPERVISORY PERSONNEL-SECURITY OFFICERS AND ALTERNATES-ACCREDITED VETERANS SERVICE ORG. REPS.��6�VETERANS SERVICE ORG. REPS. EMPLOYEES OF COOPERATING PUBLIC AND PRIVATE 

AGENCIES ENGAGED IN

PRESENTATION OF CLAIMS

TO VA

GOVERNORS, LT. GOVS., AND 

ATTYS GENERAL OF STATES OR

COMMONWEALTHS, LOCALLY

PROMINENT PERSONS/OFFICIALS�6�AT THE DISCRETION OF THE STATION DIRECTOR, ACCESS TO THIS LEVEL WILL BE LIMITED ON A STRICT NEED-TO-KNOW BASIS TO THE MINIMUM NUMBER OF EMPLOYEES REQUIRED TO PROCESS THE WORKLOAD��5�WORK-STUDY PERSONNEL EMPLOYED AT VARO, VRO&IC, VAM&ROC, VAMC, AND VADPC WITH TARGET SYSTEM TERMINALS�5���4�RELATIVES OF VA EMPLOYEES�4���3��3���2�OTHER-LOCAL DETERMINATION�2���1��1�����0�ALL EMPLOUEES NOT AUTHORIZED ACCESS TO SENSITIVE FILE RECORDS��FIGURE 6.02 LEVELS OF SENSTIVITY
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REFERENCE LIST OF SYSTEM CLAIMS PROCESSING TERMINOLOGY



BCOR - 	BIRLS Corrections - Used by VA RPC (Records Processing Center) personnel to adjust BIRLS master records.



BINQ  - 	BIRLS Inquiry - Used to access  the  Beneficiary  Identification and Records Locator Subsystem at the Austin, DPC (Data Processing Center).



BIRLS	Beneficiary Identification and Records  Locator  Subsystem-is  the Veterans Administration's primary computerized index and locator system for veteran and beneficiary records.



BRET  -	BIRLS Retrieval - Used to add or modify microfilm  fields  on  the 101 screen. For use only by the VA  RPC,  St.  Louis.



BRPO  -	BIRLS Record Printouts - Used by VA RPC  personnel  to  retrieve BIRLS master records.



BUPD  -	BIRLS Update - Used to correct or add information to BIRLS file.



CADD  -	Change of Address - Used to change the address in the master record CP&E (Compensation, Pension and CH 31  Education)  and  PIF (Pending Issue Field File).



CADJ -	Claims Adjudication - Used to amend previously entered data in claims processing or for entry of judgmental data with respect to award or disallowance action.  Subgroups for this command are: C&P (Compensation and Pension), EDU (Education).  Chapter 31 is incorporated into each subgroup.



CAI	Computer Assisted Instructions - Computer lessons used to instruct employees on the proper means of entering data and processing transactions within the Target System.



CAST -	 Case Status - Used to enter case status movement of CH 31 claims, case status or independent future controls, and counseling data.  This command is intended to show the veteran's movement through the CH 31 program.



CAUT  -	 Claims Authorization - Used to authorize  award  or  disallowance.



	Subgroups for this command are BUR (Burial), C&P, EDU.  Ch 31 is incorporated into the C&P and EDU subgroups.



CDAT -	 Claims Data Entry - Used to enter claims data into the system including eligibility entitlement, rating, dependency, income, etc., for original, reopened or supplemental, claims.
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CDEV  -		Claims Development - Used to develop claims via the system when certain information is lacking to process a claim (DD Form 214; marriage or birth certificate, etc.).  This command will issue letters based on requests for information.



CERT    -	Certification - Used to enter periodic education certification data.



CEST    -		Claims Establishment - Establishes a pending issue for an initial or reopened claim.  This includes verification or assignment of file number, recording of date of receipt of claim, establishment of a PIF.



CFID    -	Change of Fiduciary - Used to change the name of the fiduciary in master record or PIF.



CNAM    -	Change of Name - Used to change the name in master record or PIF.



CNBR - 	Change of File Number CH 31 - Used to consolidate records when two records exist for one veteran, used to change a file number and to delete an unwanted record within the CH 31 master record only.



COLL    - 	Collections - Used to process agent cashier transactions through the use of SF 215, Deposit Ticket, and SF 5515, Debit Voucher, for CH 32 records.



CORR     -	Master Record Correction - Used to correct data in the CP&E master records.



DIAR     -	Diary - Enables the operator to add or delete future date diaries from a C&P master record.



DISP     -	Disposition - Used to record the movement of claims under control (with PIF).



DUPC     -	Duplicate Records Consolidation - Used to consolidate records when two records have been established for the same claimant.



FAUT     -	Fiscal Authorization, CH 32 - Used by Finance Officer, Assistant Finance Officer or Chief, Operations Section to approve or disapprove a pending fiscal transaction.



FINN     -	Accounts Receivable Adjustments, CB 32 - Used for increases and decreases to accounts receivable and recurring deductions.



FISA     -	Fiscal Authorization, C&P Awards - Used to enter collection data in Compensation and Pension award cases with accounts receivable.
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FIST   -	Special Payment, CH 32 -  Used  for  local,  one-time  and  special payments.



FNOD   -	First Notice of Death - Used to process a notice of death for a established claim and  updates  BIRLS.  It  will  suspend  or  stop payments if DOD (Date  of  Death)  is  provided.  This  command  is for use in veteran cases only.



FRPT   -	Fiscal Reports, CH 32 - Daily reports of pending and authorized fiscal transactions.



HELP   -	Special Payment Processing - Used to process education special payments on an expedited basis.



JBNK   -	Jobs Bank - Used to access the J03 screen, which will be used to establish  a  file  of  approved  employers  nationwide.  INQUIRY Any employee or service organization personnel with Target access can use the command for inquiry purposes.  UPDATE (UPD) Only Veteran Services Division personnel have update authority.



JOBS   -	Emergency Veterans Jobs Training Act of 1983 (PL 98-77) - Used to access the J01  and  J02  screens  (Certificate  of  Eligibility and Financial, respectively), generate certificates of Eligibility nationwide.  INQUIRY - any employee or service organization personnel with  Target  access  can  use  the  command for inquiry purposes.  UPDATE (UPD) - Adjudication and Finance Division personnel have update authority for this command.



LERN   -	Learn - Used to access the computer assisted instruction.



MINQ   -	Master Record Inquiry - Used to access  the  CP&E  CH  32  or  31 records at the DPC, Hines.



NOES   -	Notice of Exception - Used to obtain print of notice of exception messages generated by system input.



PCAN   -	Pending Issue Canceled - Cancels an issue in the PIF with no end product credit.



PCHG   -	Pending Issue Change-Used to change information in a Pill.



PCLR   -	Pending Issue Clear - A  one-time  action  to  take  an  existing issue or grant credit for the issue.



PENF   -	Pending Fiscal Transaction Inquiry - CH 32.



PEST   -	Pending Issue Establishment - Used to establish a supplemental issue or diary.  System automatically checks to make sure there is a running award in the master record and that a duplicate PIF is not being created.



6A-3



�April 16, 1985	M23-1, Part V

		Appendix A

		Change 15





PINQ - 	Pending Issue Inquiry - Displays information from a file maintained at each servicing RDPC (Regional Data Processing Center) while a claim is pending and is being developed.



QCRE - 	Quality Control and Review - Used to select cases for statistical quality review.



QUIP - 	Quayle Implementation Processing - Used to access beneficiary files relating to Public Law 97-377, Section 156.    INQUIRY - any employee or service organization personnel with Target access can use the command for inquiry purposes.  UPDATE (UPD) �Selected employees at the St. Louis regional office and Hines DPC, Finance Division have update authority.



RAUT - 	Refund Authorization - Allows the Finance Officer or his/her appointed designee to approve or disapprove a refund transaction.



RESU -	 Resume Payment - Used to resume suspended payments on running awards (CP&E) and, if desired, change the address of the recipient.  Subgroups of this command are C&P and EDU.



RFND    - 	Refund - Generates a refund transaction for a veteran or serviceperson who disenrolls from the CH 32 system.



RINQ - 	Recertification Inquiry - Used to access files established for beneficiary entitlement claims (nonreceipt of benefit checks) or nonentitlement claims (unavailable check cancellation).



RUPD - 	Recertification Update - Used to initiate entitlement claim (nonreceipt of benefit check) or nonentitlement claim (unavailable check cancellation transactions to Treasury.



SINQ    - 	Status Inquiry - Will cause the system to search PIF, the CP&E CH 32 or 31 master record file and the BIRLS file until a record is found (i.e., it does a PINQ then a MINQ and finally a BINQ, if necessary).



SIRS   - 	Special Issue Ratings - Used to capture special disability ratings when agent orange, asbestos, radiation or POW is claimed/stated by the beneficiaries.



SPEAR	Subsystem for Programmed Education and Review - Uses of the CAI lessons available to employees.



STAT	System Status Inquiry - Used to determine availability of CP&E master files, CH 32 files, BIRLS files, and update cycles for all records.



STOP	Stop Payment - Terminates running awards.  Subgroups of this command are C&P and EDU.
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SUSP - 	Suspend Payment - Used to suspend payment on running awards.  Subgroups of this command are C&P, EDU.



UNAS  - 	Unassociated Clearance, CH 32 - Used by fiscal operations and accounting personnel to clear unassociated CH 32 accounts.



VLET  - 	Veterans Assistance Letters - Used to generate various information letters to veterans and/or beneficiaries.



WCAN  -	Work Canceled - Cancels an  800  series  end  product  without  giving work credit.



WCLR  -	Work Clear - Clears an 800 series end product from the Pending Issue File generating work credit.



WEST  -	Work Established - Builds a pending issue for an 800 series end product.  This command does not perform a BIRLS or a master record search.



WINQ  -	Work Inquiry - Performs an  inquiry  against  an  800  series  Pending Issue.



WIPP  -	Work in Process - Used as  a  management  tool  to  control  workflow.
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COMMAND AUTHORIZATION GUIDE





1.	 The command authorization guide has been subdivided to reflect the commands normally associated with different organizational components.



Section 	 1 - Director's office

	 2 - District Counsel, Personnel, Loan Guaranty

	 3 - Adjudication 

	 4 - Administrative Division 

	 5 - Support Services Division 

	 6 - Veterans Services Division 

	 7 - Vocational Rehabilitation and Counseling Division

	 8- Insurance



2.	 Designations of "X" and "Y" have been used to distinguish between required and optional commands.



	X - Required by position duties



	Y - Optional for position duties



3.	 Exceptions to the normal authorizations are identified by footnotes.



a.	 BUPD, CADD and FNOD commands have been authorized for the insurance and mail analyzer at the Philadelphia RO&IC only.



b.	 RAUT has been authorized for the Chief, Operations Section of the Support Services Division.  When this assignment is made, the "RFND" command is prohibited.



c.	 JOBS command is limited to finance personnel at the Houston regional office.



d.	 CERT transactions are authorized by the Veterans Benefits Counselor when the need is generated by telephone contact.
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���CENTER DIRECTOR��ASSISTANT CENTER DIRECTOR��SECRETARY��CLERICAL POSITIONS��MANAGE-MENT ANALYST��ADMINI-STRATIVE ASSISTANT��STAFF SPECIALISTS���BINQ��Y��Y��Y��Y��X��X��X��1.  Director's�BRET����������������Office�BUPD�����������������CADD�����������������CADJ (C&P)�����������������CADJ (EDU)�����������������CAST�����������������CAUT (C&P)�����������������CAUT (BUR)�����������������CAUT (EDU)�����������������CDAT�����������������CDEV�����������������CERT�����������������CEST�����������������CFID�����������������CNAM�����������������CNBR�����������������COLL�����������������CORR�����������������DIAR�����������������DISP��X��X��X��X��X��X��X���DUPC�����������������FAUT�����������������FINN�����������������FISA�����������������FIST�����������������FNOD�����������������FRPT�����������������HELP�����������������JBNK (UPD)����������������
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��CENTER DIRECTOR��ASSISTANT CENTER DIRECTOR��SECRETARY��CLERICAL POSITIONS��MANAGE-MENT ANALYST��ADMINI-STRATIVE ASSISTANT��STAFF SPECIALISTS��JOBS (UPD)����������������MINQ��Y��Y��Y��Y��X��X��X��NOES��Y��Y������Y����Y��PCAN����������������PCHG����������������PCLR����������������PENF��Y��Y������X��Y��X��PEST����������������PINQ��Y��Y��Y��Y��X��X��X��QCRE����X������X��X��X��QUIP��Y��Y������Y��Y��Y��RAUT����������������RESU (C&P)����������������RESU (EDU)����������������RFND����������������RINQ����������������RUPD����������������SINQ��Y��Y��Y��Y��X��X��X��SIRS����������������STOP (C&P)����������������STOP (EDU)����������������SUSP (C&P)����������������SUSP (EDU)����������������UNAS����������������VLET����������������WCAN����������������WCLR����������������WEST����������������WINQ����������������WIPP��Y��Y������Y��X��Y��������������������������������������������������

6B-3



�M23-1,  Part V                                                           	April 16,  1985

Appendix B

Change   15



���DISTRICT COUNSEL��PERSONNEL��LOAN GUARANTY��LOAN SPECIALISTS��ELIGIBILITY CLERKS����BINQ��X��X����X��X���2.  District�BRET�������������Counsel�BUPD�������������Personnel�CADD�������������Loan Guaranty�CADJ (C&P)��������������CADJ (EDU)��������������CAST��������������CAUT (C&P)��������������CAUT (BUR)��������������CAUT (EDU)��������������CDAT��������������CDEV��������������CERT��������������CEST��������������CFID��������������CNAM��������������CNBR��������������COLL��������������CORR��������������DIAR��������������DISP��X��X����X��X����DUPC��������������FAUT��������������FINN��������������FISA��������������FIST��������������FNOD��������������FRPT��������������HELP��������������JBNK (UPD)�������������
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��DISTRICT COUNSEL��PERSONNEL��LOAN GUARANTY��LOAN SPECIALISTS��ELIGIBILITY CLERKS���JOBS (UPD)�������������MINQ��X��X����X��X���NOES�������������PCAN�������������PCHG�������������PCLR�������������PENF��Y��Y���������PEST�������������PINQ��X��X����X��X���QCRE�������������QUIP�������������RAUT�������������RESU (C&P)�������������RESU (EDU)�������������RFND�������������RINQ�������������RUPD�������������SINQ��X��X����X��X���SIRS�������������STOP (C&P)�������������STOP (EDU)�������������SUSP (C&P)�������������SUSP (EDU)�������������UNAS�������������VLET�������������WCAN�������������WCLR�������������WEST�������������WINQ�������������WIPP����������������������������������������������������
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��ADJUDICA-TION OFFICER�ASSISTANT ADJUDICA-TION OFFICER�ADMINI-STRATIVE OFFICER��SECRETARY�CLERICAL POSITIONS��SECTION/ UNIT

CHIEF�SENIOR CLAIMS EXAMINER��CLAIMS EXAMINER�EDUCA-TION CLERK��BURIAL CLERK�DATA DEVEL- OPMENT ENTRY CLERK�ESTABLISH-MENT/COR-RESSPON-DENCE CLERK��FILE SUPER-VISORS�FILE CLERKS���BINQ�X�X�X��Y�Y��X�X��X�X��X�X�X��X�X��3.  Adjudication�BRET����������������������BUPD�X�X������X�X��X�X��X�X�X������CADD�X�X������X�X��X�X��X�X�X������CADJ (C&P)�X�X������X�X��X�����������CADJ (EDU)�X�X������X�X��X�X����������CAST��������X�X��X�X����������CAUT (C&P)�Y�Y������X�X��X�����������CAUT (BUR)�Y�Y������X�X��X���X��������CAUT (EDU)�X�X������X�X��X�X����������CDAT�X�X������X�X��X�X��X�X�X������CDEV�X�X������X�X��X�X��X�X�Y������CERT�X�X������X�X��X�X����������CEST��������������X�X�X������CFID�X�X������X�X��X�X����������CNAM�X�X������X�X��X�X��X�X�X������CNBR�X�X������X�X��X�X��X�X�X������COLL����������������������CORR�X�X������X�X��X�X��X�X�X������DIAR�X�X������X�X��X�X��X�X�X������DISP�X�X�X��X�X��X�X��X�X��X�X�X��X�X���DUPC�X�X������X�X��X�X��X�X�X������FAUT����������������������FINN����������������������FISA����������������������FIST����������������������FNOD�X�X������X�X��X�X��X�X�X������FRPT����������������������HELP�X�X������X�X��X�X����������JBNK (UPD)���������������������6B-6
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�ADJUDICA-TION OFFICER�ASSISTANT ADJUDICA-TION OFFICER�ADMINI-STRATIVE OFFICER��SECRETARY�CLERICAL POSITIONS��SECTION/ UNIT

CHIEF�SENIOR CLAIMS EXAMINER��CLAIMS EXAMINER�EDUCA-TION CLERK��BURIAL CLERK�DATA DEVEL- OPMENT ENTRY CLERK�ESTABLISH-MENT/COR-RESSPON-DENCE CLERK��FILE SUPER-VISORS�FILE CLERKS��JOBS (UPD)�����Y�Y��X�X��X����������MINQ�X�X�X�����X�X��X�X��X�X�X��X�X��NOES�X�X�X�����X�������������PCAN�X�X������X�X��X�X��X�X�X�����PCHG�X�X������X�X��X�X��X�X�X�����PCLR�X�X������X�X��X�X��X�X�X�����PENF������������X���������PEST�X�X������X�X��X�X��X�X�X�����PINQ�X�X���Y�Y��X�X��X�X��X�X�X��X�X��QCRE�X�X�X�����X�������������QUIP�X�X������X�X��X����������RAUT���������������������RESU (C&P)�X�X������X�X��X����������RESU (EDU)�X�X������X�X��X�X���������RFND���������������������RINQ���������������������RUPD���������������������SINQ�X�X���Y�Y��X�X��X�X��X�X�X��X�X��SIRS���������������������STOP (C&P)�X�X������X�X��X����������STOP (EDU)�X�X������X�X��X�X���������SUSP (C&P)�X�X���X�X��X�X��X����������SUSP (EDU)�X�X������X�X��X�X���������UNAS���������������������VLET���������������������WCAN�X�X������X�X��X�X��X�X�X�����WCLR�X�X������X�X��X�X��X�X�X�����WEST�X�X������X�X��X�X��X�X�X�����WINQ�X�X���Y�Y��X�X��X�X��X�X�X��X�X��WIPP�X�X�X�����X�X��X�������������������������������������������������������������������������
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��ADMINI-STRATIVE DIVISION CHIEF�ASST.

ADMINI-STRATIVE DIVISION CHIEF�ADMINI-STRATIVE SECTION CHIEF�SUPPORT SERVICES SECTION CHIEF��SECRETARY�CLERICAL POSITIONS��OPERA-TIONS CHIEF�DATA TERMINAL CLERK��FILE SUPER-VISORS�FILE CLERKS��ANALY-ZER/ INSUR-ANCE�ANALY- ZER/

CARS�ANALY-

ZER-
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�ADMINI-STRATIVE DIVISION CHIEF�ASST.

ADMINI-STRATIVE DIVISION CHIEF�ADMINI-STRATIVE SECTION CHIEF�SUPPORT SERVICES SECTION CHIEF��SECRETARY�CLERICAL POSITIONS��OPERA-TIONS CHIEF�DATA TERMINAL CLERK��FILE SUPER-VISORS�FILE CLERKS��ANALY-ZER/ INSUR-ANCE�ANALY- ZER/

CARS�ANALY-

ZER-

IMAIL��JOBS (UPD)�������������������MINQ�X�X�X�Y��Y�X��X�X��X�X��X�X�X��NOES�������������������PCAN�������������������PCHG�������������������PCLR�������������������PENF�Y�Y��Y��Y�������������PEST�������������������PINQ�X�X�X�Y��Y�X��X�X��X�X��X�X�X��QCRE�������������������QUIP�������������������RAUT�������������������RESU (C&P)�������������������RESU (EDU)�������������������RFND�������������������RINQ�������������������RUPD�������������������SINQ�X�X�X�Y��Y�X��X�X��X�X��X�X�X��SIRS�������������������STOP (C&P)�������������������STOP (EDU)�������������������SUSP (C&P)�������������������SUSP (EDU)�������������������UNAS�������������������VLET�������������������WCAN�������������������WCLR�������������������WEST�������������������WINQ�������������������WIPP����������������������������������������������������������������������������
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��SUPPORT SERVICES DIVISION CHIEF�FINANCE OFFICER�ASSISTANT FINANCE OFFICER�SECRETARY�CLERICAL POSITIONS�CHIEF ACCOUNT-ING SECTION�ASSISTANT CHIEF ACCOUNT-ING SECTION�ACCOUN-TANT�CHIEF OPERA-TIONS SECTION�ASSISTANT CHIEF OPERA-TIONS SECTION�FISCAL ACCOUNTS SUPER-VISOR�ACCOUNTS RECEIVABLE ANALYSTS�FISCAL ACCTS/DEBT COLLECTION CI�INQUIRY CLERKS�VOUCHER EXAMINER�AGENT CASHIER�SECURITY AUDITORS�INSUR- ANCE AWARD SUPER- VISORS�INSUR- ANCE AWARD CLERK�PAYROLL CLERK���BINQ�Y�X�X�Y�Y�X�X�X�X�X�X�X�X�X�X�X�X�X�Y�X��5.  Support�BRET����������������������Serivces�BUPD����������������������Division�CADD�����������������������CADJ (C&P)�����������������������CADJ (EDU)�����������������������CAST������������Y�Y�Y�Y�Y�������CAUT (C&P)�����������������������CAUT (BUR)�����������������������CAUT (EDU)�����������������������CDAT�����������������������CDEV�����������������������CERT�X�X�X�Y�X����X�X�X�X�Y�Y���������CEST�����������������������CFID�����������������������CNAM�����������������������CNBR�����������������������COLL����������������X�������CORR������������Y�Y�Y�Y��������DIAR�����������������������DISP�����������������������DUPC�����������������������FAUT�Y�X�X������X��������������FINN���������X�X�X�X�X�Y���������FISA���������X�X�X�X�Y����������FIST���������X�X�X�X�X�Y���������FNOD�����������������������FRPT�Y�X�X���X�X��X�X�X������������HELP�����������������������JBNK (UPD)����������������������
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�SUPPORT SERVICES DIVISION CHIEF�FINANCE OFFICER�ASSISTANT FINANCE OFFICER�SECRETARY�CLERICAL POSITIONS�CHIEF ACCOUNT-ING SECTION�ASSISTANT CHIEF ACCOUNT-ING SECTION�ACCOUN-TANT�CHIEF OPERA-TIONS SECTION�ASSISTANT CHIEF OPERA-TIONS SECTION�FISCAL ACCOUNTS SUPER-VISOR�ACCOUNTS RECEIVABLE ANALYSTS�FISCAL ACCTS/DEBT COLLECTION CI�INQUIRY CLERKS�VOUCHER EXAMINER�AGENT CASHIER�SECURITY AUDITORS�INSUR- ANCE AWARD SUPER- VISORS�INSUR- ANCE AWARD CLERK�PAYROLL CLERK��JOBS (UPD)����������������������MINQ�Y�X�X�Y�Y�X�X�X�X�X�X�X�X�X�X�X�X�X�Y�X��NOES�Y�X�X���X�X�X�X�X�X�����������PCAN����������������������PCHG����������������������PCLR����������������������PENF�Y�X�X�X�X�X�X�X�X�X�X�X�X�X�X�X�X���X��PEST����������������������PINQ����������������������QCRE����������������������QUIP����������������������RAUT��X�X������X�������������RESU (C&P)����������������������RESU (EDU)����������������������RFND���������X�X��X����������RINQ����������������������RUPD����������������������SINQ�Y�X�X�Y�Y�X�X�X�X�X�X�X�X�X�X�X�X���X��SIRS����������������������STOP (C&P)����������������������STOP (EDU)����������������������SUSP (C&P)����������������������SUSP (EDU)����������������������UNAS��������X�X�X�X�X�X�Y��������VLET����������������������WCAN����������������������WCLR����������������������WEST����������������������WINQ����������������������WIPP����������������������������������������������������������������������������������������
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��VETERAN SERVICES OFFICER�ASST. VETERAN SERVICES OFFICER�ADMINI-STRATIVE OFFICER��SECRETARY�RECEP-TIONISHT�CLERICAL POSITIONS��VETERANS BENEFIT COUNSELORS�EDU. COMP. SURVEY SPECIAL- ISTS��ESTATE ANALYSTS��FIELD EXAMINERS��ATTORNEY���BINQ�X�X�X��Y�X�Y��X�X��X��X��Y��6.  Veterans�BRET������������������Services�BUPD������������������Division�CADD�X�X�X��Y�X�Y��X�X��X��X��X���CADJ (C&P)�������������������CADJ (EDU)�������������������CAST�X�X�X���X�X��X�X��X��X��X���CAUT (C&P)�������������������CAUT (BUR)�������������������CAUT (EDU)�������������������CDAT�������������������CDEV�������������������CERT���������Y����������CEST�������������������CFID�X�X����������X��X��X���CNAM�������������������CNBR�������������������COLL�������������������CORR�������������������DIAR�������������������DISP�Y�Y�Y������Y�Y��Y��Y��Y���DUPC�������������������FAUT�������������������FINN�������������������FISA�������������������FIST�������������������FNOD�������������������FRPT�������������������HELP�������������������JBNK (UPD)���������X���������
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�VETERAN SERVICES OFFICER�ASST. VETERAN SERVICES OFFICER�ADMINI-STRATIVE OFFICER��SECRETARY�RECEP-TIONISHT�CLERICAL POSITIONS��VETERANS BENEFIT COUNSELORS�EDU. COMP. SURVEY SPECIAL- ISTS��ESTATE ANALYSTS��FIELD EXAMINERS��ATTORNEY��JOBS (UPD)������������������MINQ�X�X�X��Y�X�Y��X�X��X��X��Y��NOES������������������PCAN������������������PCHG������������������PCLR������������������PENF�X�X�X���X�Y��X�X��X��X��Y��PEST������������������PINQ�X�X�X��Y�X�Y��X�X��X��X��Y��QCRE����������Y��������QUIP������������������RAUT������������������RESU (C&P)������������������RESU (EDU)������������������RFND������������������RINQ������������������RUPD������������������SINQ�X�X�X��Y�X�Y��X�X��X��X��Y��SIRS������������������STOP (C&P)������������������STOP (EDU)������������������SUSP (C&P)������������������SUSP (EDU)������������������UNAS������������������VLET�X�X�X��Y�Y�Y��X�Y��Y��Y��Y��WCAN����������X��������WCLR����������X��������WEST����������X��������WINQ���������X�X��������WIPP�X�X�X�������Y��������������������������������������������������������������
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SECURITY VIOLATION MESSAGES AND EMPLOYEE ACTIONS



Security violation messages and employee actions required when each message is displayed on a VDT (Video Display Terminal) are listed



below.



1.	 ENTRY THIS COMMAND NOT AUTHORIZED



a.	 This message will be displayed when the operator has attempted to process a command which be or she has not been authorized.  THIS IS ALWAYS A VIOLATION.



b.	 Actions to be taken:



(1)	 The employee who created the violation must report the reasons for and the circumstances of the attempt to use an unauthorized command to his/her supervisor and the Security Officer.



(2)	 Supervisor will arrange for proper handling of claim and/or inquiry.



(3)	 Other actions (training, disciplinary/adverse actions, etc.) will be dictated by the reason(s) for the initial action.



2.	 CHANGE OF NAME INVOLVED - NO AUTHORITY



a.	 This message will be displayed when the command CADD was entered and an operator not authorized the CNAM command attempted to change the name.



b.	 Actions to be taken:



(1)	 Employee will report to his/her supervisor and the Security Officer the reasons for and the circumstances of the attempt to change the name during the address change.



(2)	 Supervisor will arrange for the proper handling of the CADD/CNAM request.



(3)	 Other actions (training, disciplinary/adverse actions, etc.) will be dictated by the reason(s) for the initial action.



3.	 FIDUCIARY CASE - NO AUTHORITY



a.	 This message will be displayed when an attempt has been made to process a CADD command on a case involving a fiduciary by a person not authorized the CFID command.
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b.	 Actions to be taken:



(1)	 Employee will report to his/her supervisor and the Security officer the reasons for and the circumstances of the attempt to change the fiduciary during the address change.



(2)	 Supervisor will arrange for the proper handling of the CADD/CFID request.



(3)	 Other actions (training, disciplinary/adverse actions, etc.) will be dictated by the reason(s) for the initial action.



4.	 REJECT - INVALID PASSWORD



a.	This message will be displayed when the password entered on the Ready screen is not valid.



b.	 Actions to be taken:



(1)	If the employee positively knows his/her password and this message was generated by a typographical error:



(a)	 Press the PA2 key.



(b)	 Enter Ready screen data including correct password and continue processing.



(2)	 If the employee is unsure of his/her password he/she should contact the Security Officer and obtain the proper password before continuing to use the system.



5.	 REJECT - INVALID USER THIS CARD



a.	 This message will be displayed when the password entered on the Ready screen and the TAC recognized by the system have been assigned to different people.  This is caused by:



(1)	The system aborting with the previous user's employee number remaining of record in system memory.



(2)	 The previous user improperly exiting the system and his/her employee number remaining of record in system memory.



(3)	The  badge  reader  incorrectly  deciphering  the  employee  number of the current user.



b.	 Actions to be taken:



(1)	Employee will remove his/her TAC from the badge reader, wait approximately 30 seconds, reinsert the TAC in the badge reader and reread it into the system.  Press the PA2 key, enter the Ready screen data required, and press the Enter key.
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(2)	 If the system accepts the input, continue processing.



(3)	 If the system again generates the reject message, contact the STO (Supervisory Terminal Operator) to determine if the system is experiencing problems and what is required to clear the VDT for use.



(4)	 If the STO cannot determine a system problem, clear the VDT.  Try the TAC on another VDT to see if it is operative.  If it works, continue processing.  If it doesn't work, contact the Security Officer for the issuance of a new TAC and/or password.



6.	 UNAUTHORIZED ACCESS - SENSITIVE FILE - N



a.	 This message will be displayed when the operator attempts to access a record from the sensitive file with a level of sensitivity to which the operator is not authorized access.



b.	 "N" equals the sensitive file level of the record to which access was attempted.



c.	 Actions to be taken:



(1)	 Employee will report to his/her supervisor the reasons for and circumstances of the attempt to access a sensitive file.



(2)	 Supervisor will arrange for the proper handling of the sensitive file case by either having the case processed by an employee with the proper sensitive file access and/or contacting the Security Officer for further resolution of the case.



(3)	 Other action (training, disciplinary/adverse actions, etc.) will be dictated by the reason(s) for the initial action.



7.	 RECORD REQUESTED OUTSIDE JURISDICTION



a.	 This message will be displayed when an attempt is made to process a command, other than BUPD, CADD, CEST, DUPC, PEST, or one of the inquiry commands, on a case in which the office of jurisdiction in the CP&E master record and BIRLS is not the office from which the attempt was made.



b.	 Actions to be taken:



(1)	 Employee will determine the proper office of jurisdiction by use of an appropriate inquiry command.



(2)	 If the station of jurisdiction is not the station attempting to process the claim, determine if a pending issue exists and what station initiated the pending issue.  Take appropriate action based on the findings.
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(3)	 If the station of jurisdiction is the station attempting to process the claim, change the BIRLS record to show the new station of record through the BUPD (BIRLS Update) command, then process the claim normally.



8.	OPERATOR UNAUTHORIZED AT THIS STATION



a.	 This message will be displayed when an operator who has been authorized to access the system in one station attempts to access the system in another station.



b.	 Actions to be taken:



(1)	 Employee will report to the Security Officer that the violation occurred and will submit a VA Form 20-8824 for access to the system.



(2)	The Security Officer will determine if access is required and recommend approval/disapproval of the access request to the station Director.  If the access request is approved by the Director, the Security Officer will arrange for the necessary training before issuing a production password.



(3)	Other action will be dictated by the reason(s) for the initial action.



9.	 OPERATOR CANNOT PROCESS OWN RECORD



a.	 This message will be displayed when the operator attempts to process a command, other than the inquiry command, against his/her own record.  THIS IS ALWAYS A VIOLATION.



b.	 Actions to be taken:



(1)	Employee will immediately report to his/her supervisor and the Security Officer the reasons for the circumstances of the attempt to process his/her own record.



(2)	 Other action will be dictated by the reason(s) for the initial action.



10.	 NO POWER OF ATTORNEY FOR RECORD



a.	 This message will be displayed when a Veterans Service Organization representative attempts to access a record for which the CP&E master record contains no valid power of attorney.
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b.	 Actions to be taken:



(1)  	The Veteran Service Organization representative will submit valid power of attorney through proper channels to record this in the CP&E master record.



(2)	 The Veterans Services Officer and/or the Adjudication officer will arrange for access to system information when presented a valid power of attorney.



11.	 NO POWER OF ATTORNEY FOR                                          .



a.	 The master record contains a power-of-attorney code different from the code identifying the organization of the Veterans Service Organization representative who requested the record.  The master record cannot be reviewed by a service organization representative unless the power of attorney in the master record matches that of the Veterans Service Organization representative requesting the record.



b.	 Actions to be taken:



(1)  The Veterans Service organization representative will submit 'lid power of attorney for his/her organization, through proper VA channels, to record it in the CP&E master record.



(2)	 The Veterans Services Officer and/or the Adjudication Officer will arrange for access to system information when presented a valid power of attorney.
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