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When Book A was originally prepared, it was current through final regulations published in the Federal Register of 21 April 1992.  These supple​mental materials are designed to keep your regulations up to date.  You should file the attached pages immediately, and record the fact that you did so on the Supplement Filing Record which begins on page A-8 of Book A, General.  



To ensure accuracy and timeliness of your materials, 



it is important that you follow these simple procedures:

1. Always file your supplemental materials immediately upon receipt. 


2. Before filing, always check the Supplement Filing Record (page A-8) to be sure that all prior supplements have been filed.  If you are missing any supple​ments, contact the Veterans Benefits Administration at the address listed on page A-2.


3. After filing, enter the relevant information on the Supplement Filing Record sheet (page A-8)—the date filed, name/initials of filer, and date through which the Federal Register is covered.


4. If as a result of a failure to file, or an undelivered supplement, you have more than one supplement to file at a time, be certain to file them in chronological order, lower number first.   


5. Always retain the filing instructions (simply insert them at the back of the book) as a backup record of filing and for reference in case of a filing error.


6. Be certain that you permanently discard any pages indicated for removal in the filing instructions in order to avoid confusion later.


To execute the filing instructions, simply remove and throw away  the pages listed under Remove These Old Pages, and replace them in each case with the corres​pond​ing pages from this supplement listed under Add These New Pages.  Occasionally new pages will be added without removal of any old material (reflecting new regulations), and occasionally old pages will be removed with​out addition of any new material (reflecting rescinded regulations)—in these cases the word None will appear in the appropriate column.  
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Remove these
Add these
Section(s)

 
old pages
new pages
Affected
Do not file this supplement until you confirm that 

all prior supplements have been filed


75.index-1 to 75. index –2
75.index-1 to 75. index –2
Effective date


75.111-1 to 75.112-1
75.111-1 to 75.112-1
Effective date

Be sure to complete the 

Supplement Filing Record (page A-8) 

when you have finished filing this material.
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Supplement Highlights references: Where substantive changes are made in the text of regulations, the paragraphs of Highlights sections are cited at the end of the relevant section of text. Thus, if you are reading §3.263, you will see a note at the end of that section which reads: “Supplement Highlights references—6(2).” This means that paragraph 2 of the Highlights section in Supplement No. 6 contains information about the changes made in §3.263. By keeping and filing the Highlights sections, you will have a reference source explaining all substantive changes in the text of the regulations.


Supplement frequency: This Book A (General) was originally supplemented twice a year, in April and October. Beginning 1 August 1995, supplements will be issued every month during which a final rule addition or modification is made to the parts of Title 38 covered by this book. Supplements will be numbered consecutively as issued.

Modifications in this supplement include the following:


1. On 11 April 2008, the VA published a final rule, effective that same date, to adopt as final —without change—the interim final rule establishing 38 C.F.R. Part 75 originally published at 72 Fed. Reg. 34395 on 22 June 2007.

(
P

Part 75

Information Security Matters

Authority:  38 U.S.C. 501, 5724, 5727, 7906. 

Source: 72 Fed. Reg. 34399, June 22, 2007, unless otherwise noted.

Effective date:  Interim final rule effective 22 June 2007; 

adopted as a final rule without change, 73 Fed. Reg. 19747, April 11, 2008.

— Section Title Index —

Purpose and scope
75.111-1

Definitions and terms
75.112-1

Data breach
75.113-1

Accelerated response
75.114-1

Risk analysis
75.115-1

Secretary determination
75.116-1

Notification
75.117-1

Other credit protection services
75.118-1

Finality of Secretary determination
75.119-1

(
Reserved

Part 75

Information Security Matters

Authority:  38 U.S.C. 501, 5724, 5727, 7906. 

Source: 72 Fed. Reg. 34399, June 22, 2007, unless otherwise noted.

Effective date:  Interim final rule effective 22 June 2007; 

adopted as a final rule without change, 73 Fed. Reg. 19747, April 11, 2008.

Supplement Highlights Reference:  77(2), and as indicated in specific sections.

Subpart A — [Reserved]

Subpart B — Data Breaches

§75.111  Purpose and scope.

This subpart implements provisions of 38 U.S.C. 5724 and 5727, which are set forth in Title IX of the Veterans Benefits, Health Care, and Information Technology Act of 2006. It only concerns actions to address a data breach regarding sensitive personal information that is processed or maintained by VA. This subpart does not supersede the requirements imposed by other laws, such as the Privacy Act of 1974, the Administrative Simplification provisions of the Health Insurance Portability and Accountability Act of 1996, the Fair Credit Reporting Act, and implementing regulations of such Acts.  (Authority: 38 U.S.C. 501, 5724, 5727)

§75.112  Definitions and terms.

For purposes of this subpart:

Confidentiality means preserving authorized restrictions on access and disclosure, including means for protecting personal privacy and proprietary information.

Data breach means the loss or theft of, or other unauthorized access to, other than an unauthorized access incidental to the scope of employment, data containing sensitive personal information, in electronic or printed form, that results in the potential compromise of the confidentiality or integrity of the data.

Data breach analysis means the process used to determine if a data breach has resulted in the misuse of sensitive personal information.

Fraud resolution services means services to assist an individual in the process of recovering and rehabilitating the credit of the individual after the individual experiences identity theft.

Identity theft has the meaning given such term under section 603 of the Fair Credit Reporting Act (15 U.S.C. 1681a).

Identity theft insurance means any insurance policy that pays benefits for costs, including travel costs, notary fees, and postage costs, lost wages, and legal fees and expenses associated with efforts to correct and ameliorate the effects and results of identity theft of the insured individual.

Individual means a single human being who is a citizen of the United States, an alien admitted to permanent residence in the United States, a present or former member of the Armed Forces, or any dependent of a present or former member of the Armed Forces.

Information system means a discrete set of information resources organized for the collection, processing, maintenance, use, sharing, dissemination, or disposition of information, whether automated or manual.

Integrity means guarding against improper information modification or destruction, and includes ensuring information non-repudiation and authenticity.

Logical data access means the ability of a person to translate the data for misuse. This can lead to inappropriate access to lost, stolen or improperly obtained data.

Person means an individual; partnership; corporation; Federal, State, or local government agency; or any other legal entity.

Processed or maintained by VA means created, stored, transmitted, or manipulated by VA personnel or by a person acting on behalf of VA, including a contractor or other organization or any level of subcontractor or other suborganization.
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